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The Massachusetts campaign to protect digital
( data from warrantless government surveillance

RE: TESTIMONY OPPOSING "AN ACT RELATIVE TO TRAFFIC
REGULATION USING ROAD SAFETY CAMERAS" (S. 2344, H.
3754)

Dear members of the Joint Committee on Transportation:

Digital Fourth is a member-run, all-volunteer civil liberties organization, focusing on issues relating
to privacy and surveillance, founded in Cambridge in 2012. We regularly research and testify on
these issues at the Legislature. We write as residents, pedestrians, bicycle users, car users and
transit users, in opposition to permitting automated traffic enforcement in the Commonwealth. We
recognize that more can be done to reduce the 369 traffic-related deaths last year. However,
based on our expertise in camera surveillance systems, we believe that the Legislature had good
reasons to prohibit cities and towns from allowing automated traffic enforcement, and that those
reasons hold true today more than ever.

Data Sharing Concerns

Historically, lawmakers didn’t pass our traffic laws with the thought that one day, technological
change would let them be universally, rigidly and digitally enforced. They didn’t know then that it's
possible now to search archived camera footage to form a pattern of drivers' movements in public,
or that license plate reading software, if applied to that camera's footage, is now being trawled
through by officers in red states, searching nationwide for women suspected of having had an
abortion. We also now have a federal administration newly interested in making unrealistic
deportation quotas, and therefore using camera networks to identify, track and deport immigrants.

We're aware that the authors of the bill have tried to address these concerns, by prohibiting the
use of camera data for purposes other than automated traffic enforcement:

(e) A city or town or a manufacturer or vendor of an automated road safety camera system
may not use, disclose, sell or permit access to data collected by an automated road safety
camera system except as necessary to process camera enforceable violations in accordance
with this chapter.

But the truth is that nothing you do here can bind what police departments in other states
lawfully ask a vendor for, or what DHS asks a vendor for. You can't prevent camera companies
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from lawfully responding to lawful federal data requests. The only way, therefore, to prevent out-
of-state AGs or DHS from accessing such data is to not collect it in the first place.

Racial Profiling Concerns

Some well-meaning activists and legislators hope that automated traffic enforcement will diminish
racism in police stops. It's true that racial profiling in Massachusetts traffic stops has been
extensively documented. But speed cameras won’t necessarily reduce racial profiling, because it
will still be police who buy, monitor and maintain the cameras, set the thresholds, choose where
cameras are placed, and decide who gets arrested. In Washington, DC, when police shifted to
automated enforcement, racial biases persisted. Cameras are a diversion from, not a solution to
racism, and efforts to automate out the human element merely obscure it from view.

If we’re concerned about police hurting people in traffic stops, then rather than automating
policing, one solution is to allow unarmed civilian parking and traffic enforcement, diverting that
responsibility from police, as several jurisdictions are currently exploring.

Corruption Concerns

Cities and towns are interested in automated traffic enforcement for two reasons: To increase road
safety, and to increase revenue. This bill contains a provision that reasonably limits the income
that camera vendors take in (in Section 7(a)), but, by doing so, it increases the incentive for cities
and towns to adopt such cameras for revenue generation purposes. In Florida, where automated
cameras are permitted, the corruption this has produced has been so severe that it even led to the
state having to dissolve one town's government (see "Speed trap city accused of corruption,
threatened with extinction", CNN, March 9, 2014, available at
https://www.cnn.com/2014/03/09/us/hampton-florida-corruption). So, if this bill is to pass, it should

remove the financial incentives to cities and towns, by having all ticket revenues go into the state
general fund.

We respectfully urge you to send this bill to study.

If you have questions or concerns regarding this testimony, please contact Alex Marthews, Co-
Chair, Digital Fourth, at (617) 208-9002, or digitalfourth@protonmail.com.

Sincerely,
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Alex Marthews, Co-Chair

Digital Fourth.
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Alexandra Thorn, Digital Fourth volunteer and Somerville resident
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Christine Felice, Digital Fourth volunteer and Somerville resident
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